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13. Internal Security & Disaster Management
Part Chapter No. & Chapter Title
PART I: INTERNAL SECURITY - Foundations 
and Framework

1. Introduction to Internal Security: Concepts and 
Scope
2. National Security vs. Internal Security: 
Definitions and Linkages
3. Constitutional Framework for Internal Security 
in India
4. Threats to Internal Security: State, Non-State, 
and External Actors
5. The Security Environment in Post-
Independence India: An Evolution
6. Linkages between Development and the 
Spread of Extremism
7. The Role of Good Governance in Internal 
Security Management
8. National Security Doctrine and Strategic 
Culture of India
9. Internal Security Architecture: Key Institutions 
and Coordination Mechanisms
10. The Legal Framework: Major Security Laws 
and their Provisions
11. The Unlawful Activities (Prevention) Act - 
UAPA: Features and Debates
12. The Armed Forces (Special Powers) Act - 
AFSPA: Controversies and Judicial Review

PART II: INTERNAL SECURITY - Terrorism, 
Extremism, and Insurgency

13. Terrorism: Concepts, Types, and Global 
Trends
14. Left-Wing Extremism (LWE): Naxalism and 
the Maoist Movement
15. Government's Strategy to Counter LWE: 
SAMADHAN Doctrine
16. Insurgency in the North-East: History, Key 
Groups, and Current Status
17. Security Situation in Jammu & Kashmir: Post-
Article 370 Dynamics
18. Separatism and Regional Insurgencies in 
other parts of India
19. Cross-Border Terrorism and the Role of 
Pakistan
20. Radicalization, De-radicalization, and 
Counter-Radicalization Strategies
21. Homegrown Terrorism and the Challenge of 
Lone Wolf Attacks
22. Terrorist Financing, Money Laundering, and 
Hawala Networks
23. Role of External State Actors in Instigating 
Internal Security Challenges
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24. Non-State Actors, Proxy Warfare, and their 
Implications for India
25. India's Counter-Terrorism Strategies and 
Operations
26. WMD Terrorism: The Threat of CBRN 
materials in the hands of Terrorists

PART III: INTERNAL SECURITY - Modern 
Threats, Border Management, and Forces

27. Cyber Security: Threats, Vulnerabilities, and 
Cyber Warfare
28. Protection of Critical Information Infrastructure 
(CII)
29. The Role of Social Media in Internal Security: 
A Double-Edged Sword
30. Fake News, Disinformation, and Information 
Warfare
31. Security Challenges of Emerging 
Technologies: Drones, AI, and Dark Web
32. Organized Crime: Linkages with Terrorism 
and Drug Trafficking
33. Human Trafficking and the Challenge of 
Illegal Migration
34. Border Area Management: Challenges and 
Strategies
35. Coastal Security and Maritime Threats Post 
26/11
36. Aviation Security and Airport Management
37. Security Forces and Agencies: Structure and 
Mandate (CAPFs)
38. The Role of the Armed Forces in Internal 
Security
39. Intelligence Agencies (IB, R&AW, NIA) and 
their Role
40. Intelligence Coordination: The Multi-Agency 
Centre (MAC) and NATGRID
41. Police Reforms in India: Committees and Key 
Recommendations
42. Police Modernization and the Concept of 
Community Policing
43. The Role of the Private Sector in National 
Security

PART IV: DISASTER MANAGEMENT - 
Conceptual and Institutional Framework

44. Introduction to Disaster Management: 
Definitions, Scope, and Terminology
45. Disaster Risk Reduction (DRR) and the 
Sendai Framework
46. Vulnerability and Risk Assessment 
Methodologies
47. Hazard Mapping, Zoning, and Early Warning 
Systems
48. The Disaster Management Cycle: Phases and 
Components
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49. The Constitutional and Legal Framework for 
Disaster Management in India
50. The Disaster Management Act, 2005: Key 
Provisions
51. The Institutional Framework: From National to 
Local Level
52. National Disaster Management Authority 
(NDMA): Role and Functions
53. State and District Disaster Management 
Authorities (SDMA/DDMA)
54. The Role of Local Bodies (Panchayats, 
Municipalities) in DM
55. Disaster Financing: National & State Disaster 
Response Funds (NDRF/SDRF)
56. International Cooperation in Disaster 
Management

PART V: DISASTER MANAGEMENT - Types of 
Disasters and Mitigation

57. Natural Disasters vs. Man-Made Disasters: 
Classification
58. Earthquakes: Causes, Effects, and Seismic 
Zones of India
59. Floods: Types, Causes, and Management 
Strategies
60. Urban Flooding: A Growing Challenge
61. Droughts: Types, Impacts, and Drought-
Proofing Measures
62. Cyclones: Formation, Tracking, and Coastal 
Management
63. Landslides and Avalanches: Causes and 
Hazard Mitigation
64. Forest Fires and Wildfire Management 
Strategies
65. Tsunami and Coastal Hazard Management

66. Heatwaves and Cold Waves as Disasters

67. Glacial Lake Outburst Floods (GLOFs)
68. Man-Made Disasters: Industrial and 
Technological Accidents
69. CBRN Disasters: Chemical, Biological, 
Radiological, and Nuclear
70. Biological Disasters and Pandemic 
Preparedness: Lessons from COVID-19
71. Climate Change as a Driver of Disaster Risk
72. Mitigation Strategies: Structural and Non-
Structural Measures
73. Role of Building Codes and Land Use 
Planning in Mitigation

PART VI: DISASTER MANAGEMENT - 
Preparedness, Response, and Recovery

74. Disaster Preparedness: Planning and 
Capacity Building
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75. Community-Based Disaster Management 
(CBDM)
76. Early Warning Systems and Last-Mile 
Connectivity
77. Evacuation Planning and Shelter 
Management
78. Emergency Response and Search & Rescue 
(SAR) Operations
79. National Disaster Response Force (NDRF): 
Mandate and Operations
80. Medical Emergency Management and Mass 
Casualty Incidents
81. Relief Distribution, Logistics, and Supply 
Chain Management
82. The Role of Armed Forces and other 
Agencies in Disaster Response
83. The Role of NGOs, Civil Society, and Media in 
Disasters
84. Post-Disaster Needs Assessment (PDNA)

85. The Recovery and Reconstruction Phase
86. Rehabilitation, Livelihood Restoration, and 
'Build Back Better'
87. Psychological First Aid and Mental Health 
Support in Disasters
88. Disaster Insurance and Financial Recovery 
Mechanisms
89. Lessons Learned, Documentation, and Best 
Practices
90. Role of Science & Technology (GIS, Drones, 
AI) in Disaster Management
91. International Case Studies in Disaster 
Management
92. Future Challenges and the Way Forward in 
Disaster Management
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